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 CONCEPT PAPER ON THE 
ESTABLISHMENT OF ASEAN CYBER DEFENCE NETWORK (ACDN) 

 
Introduction 
 
1. The COVID-19 period witnessed how information and communication 
technologies (ICTs) become increasingly enmeshed into the fabric of our daily 
work and lives. The increase in personal, business, and government data 
transaction through the internet and between devices have inadvertently exposed 
users to the risk of cyber threats.  
 
2. Ever since the pandemic outbreak, the world has undergone more 
accelerated and dynamic digital transformation, pushing people, businesses, and 
governments to adopt digitalisation in adapting to the new norms. The phenomena 
sparks concern as it increases the prospect of data fraud and cyber-attacks to 
happen on a regular basis. This brings challenges as people and businesses as well 
as governments and military organisations are increasingly exposed to proliferation 
of cyber threats. It is high time that ASEAN establishes collaborative efforts to 
deal with the emerging regional cyber challenges and defend its cyberspace 
seriously.  

 
3. Evidently, the accelerated growth in the use of digital technologies post 
COVID-19, including the sudden shift from conventional office environment to 
working from home has increased security risk and exposed us to various modus 
operandi of cyber-attacks, including through email, social media, and mobile 
application platforms. 
 
4. The ASEAN Leaders’ Statement on Cybersecurity Cooperation in 2018 has 
envisioned for a secure, peaceful, and resilient regional cyberspace that serves as 
an enabler of economic progress, enhanced regional connectivity and for the 
betterment of living of the people. In short, the leaders encouraged promotion of 
cooperation and coordination among ASEAN Member States (AMS) on the area 
of cyber security (CS) including in policy development, practical capacity 
building, and confidence building measures.   
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5. Since CS is a new domain, ASEAN must continue to coordinate and 
reinforce practical cooperation among AMS to address the constant evolving 
nature of cyber challenges. The importance of CS has been discussed intensively 
in all the three pillars of ASEAN and the mechanisms established are for AMS 
benefit. The defence sectoral has embarked on CS with the Plus partners to form 
the ADMM-Plus Experts’ Working Group (EWG) on CS. Having gone through 
the first cycle from 2017 to 2020, the ADMM is encouraged to capitalise its cyber 
capabilities through a network of collaboration to address cyber challenges from 
ASEAN perspective.  
 
6. In light of ASEAN’s strong vision for a secure, peaceful, and resilient 
cyberspace, practical cyber cooperation can be enhanced by linking up the existing 
cyber defence operation centres to effectively address and respond to regional 
cyber challenges whilst supporting the initiation of new planned centre by 
members. 
 
Objectives and Principles 
 
7. Recognising that several AMS defence establishments have cyber defence 
operation centres, ASEAN needs to tap on these capabilities and expertise to form 
a network of cyber defence operation centres among AMS, hereby referred as 
the ASEAN Cyber Defence Network (ACDN) under the ambit of ADMM. The 
ACDN aims to fulfil the following objectives: 
 

i. To explore the benefits of the network; 
ii. To utilise existing and planned respective AMS cyber defence 

operation centres to establish a network of cyber experts, promote 
exchanges in knowledge and expertise as well as confidence and 
readiness; 

iii. To leverage AMS cyber security knowledge and expertise; 
iv. To progressively develop AMS cyber capacity through the 

establishment of an ACDN roadmap; 
v. To complement existing and future ASEAN-led cyber security / 

defence initiatives and mechanisms, such as the ADMM Cybersecurity 
and Information Centre of Excellence which serves as a platform to 
promote information sharing on countering regional cyber threats. 

vi. To continuously promote and enhance a secure and resilient regional 
cyberspace through greater collaboration.  
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8. The ACDN shall be:  

 
i. Guided by established ASEAN principles of respect for sovereignty, 

equality, non-interference in the internal affairs of AMS as enshrined 
in the ASEAN Charter, and in accordance with ASEAN principles and 
processes; 

ii. Based on mutual trust, mutual respect, mutual benefit, transparency, 
and cooperation, and in accordance with relevant national laws, rules 
and regulations; and 

iii. In line with the spirit of the 2018 ASEAN Leaders’ Statement on 
Cybersecurity Cooperation which envisions for a peaceful, secure and 
resilient regional cyberspace that serves as an enabler of economic 
progress, enhanced regional connectivity and betterment of living 
standards for all, and as determined by the ADMM in accordance with 
the shared interests and operational needs of AMS. 

 
Scope and Form of Activities 
 
9. The ACDN could develop its scope and form of activities through a phased 
approach, divided into short-term and long-term as follows: 
 

9.1 Short-term – Phase 1 
i. Establish a network that links cyber defence operation centres 

among AMS, including a common communication platform 
among existing ASEAN EWG on CS Points of Contact; 

ii. Identify areas of priority in the development of ASEAN cyber 
security in defence capacities; 

iii. Establish achievable short term and long-term activities and 
goals within agreed timeline; 

iv. Share information on requirements, materials, and training 
methodology for cyber security training on a voluntary basis; 

v. Provide capacity-building support for AMS planning to develop 
their own cyber defence operation centres on a voluntary basis; 
and 

vi. Support the ADMM Cybersecurity and Information Centre of 
Excellence in promoting information sharing on cyber and 
information threats and disseminating the Centre’s cybersecurity 
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products and reports through the ACDN network to enhance 
awareness and discussions. 

 
9.2 Short-Term – Phase 2 

i. Develop a Roadmap and Standard Operating Procedures (SOPs) 
to guide the implementation of the network; 

ii. Exchange of expertise, visits among cyber practitioners, cyber 
SMEs and trainees of cyber defence operation centres, including 
other relevant cyber agencies and bodies in the region; 

iii. Organise dialogues, round table seminars, and conferences to 
keep abreast on the development, challenges and opportunities in 
technology and cyber security domain and to enhance mutual 
understanding on related issues; 

iv. Explore ways to utilise existing EWG on CS virtual platform as 
the main medium for the network to share and exchange 
knowledge; and 

v. Commence joint exercises. 
 

9.3 Long-term 
 Further explore the possible long-term goals for the ACDN and the role 

of the defence sectoral in cybersecurity cooperation through 
discussions amongst AMS cybersecurity experts.   

 
10.  The ACDN and ADMM Cybersecurity and Information Centre of 
Excellence will complement one another and collaborate closely to avoid 
duplication of efforts. The ACDN will drive the establishment of a network of 
AMS cyber defence operation centres to promote confidence and readiness. In 
contrast, the ADMM Cybersecurity and Information Centre of Excellence will 
consolidate, synthesise and disseminate information, focusing on cyber malware, 
misinformation and disinformation threats with security implications, to enable the 
ADMM to develop a deeper shared understanding of the landscape.  
 
Review and Report 
 
11. The progress of ACDN will be annually updated and reported to the ADMM 
through the ADSOM and the ADSOM WG. 
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Conclusion 
 
12. Given the growing advancement of capabilities, tactics and volume of cyber-
attacks, ASEAN needs to strengthen collective effort and enhance cooperation and 
capacity building in dealing with cyber threats that can undermine the national and 
region’s safety. ACDN is a concerted effort that emphasise on developing AMS 
individual capacities whilst contributing towards ASEAN’s shared vision for a 
secure, peaceful and resilient cyberspace. 


